Procedure for Importing and Exporting a Digital Certificate
from one PC to another
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1. Right click
Internet Explorer,
click Properties.
In Content tab
click Certificates.

2. Choose the
certificate to be
Exported and click
Export.



Certificate Export Wizard

Welcome to the Certificate Export

Wizard

This wizard helps vou copy certificates, certificate trusk
lisks and certificate revocation lists from a certificate
store ko wour disk,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to prokect data or bo establish secure network
conneckions, & certificate store is the system area where
certificates are kept.

To continue, click Mext.

Pext = |[ Cancel

Certificate Export Wizard

Export Private Key
au can choose ko expart the private key with the certificate,

Private keys are password protected, IF wou wank to export the private ke with the
certificate, wau musk bype a password on a later page.

Do wou want ko export the private key with the certificate?

(®)¥es, export the private ke

() Mo, do not expart the private key
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3. The Wizard
Starts. Click Next.

4. Choose to
export the private
key, if you want
to backup it or
install and use
this certificate on
other PCs.
Choose Do not
export the private
key if you want to
distribute this
certificate to
others.

Here we assume
the first case.
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Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file Formats,

Select the Format wou want to use:

() Personal Information Exchanges - PKCS #12 (.PF)

[“]Include all certificates in the certification path iF possible:

Enable strong protection {requires [E 5.0, MT 4.0 5P4 or above)

[JDelete the private key if the export is successful
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Certificate Export Wizard

Password
Ta mainkain security, wou must protect the private key by using a password.

Type and confirm a passwaord,

Password:
J******

Confirm password:
|******|
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5. Choose the
options as shown.

If you plan to
remove the
private key from
this PC, check the
last option also.

6. Enter any
password of your
choice, but it
should be
memorized well,
as it will be
needed at the
time of import.



Certificate Export Wizard

File to Export
Specify the name af the File wau wank ba export

File name:
|| ! I Browse. ..
< Back ][ Mext = ] [ Cancel l
Save i Bx]
Save in: |@ Desktop Ii] & s e
. Q My Documents
L@ @My Camputer
My Fecent %My Metwark Places
Documents
€
Deskiop
My Documents
My Computer
File narne: |EIass1_DGM| Ii] [ Save l
My Metwork Save a3 type: | Perzonal Information Exchange [* pix] M [ Cancel l

7. Click Browse.

8. Choose a folder
(e.g. Desktop)
and enter some
filename. Keep

the default
extension.
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Certificate Export Wizard

Completing the Certificate Export

Wizard

You have successfully completed the Certificate Expork
wizard,

‘ou have specified the Following settings:

File Mame lf:'l,DDc

Expatt Keys Yes

Include all certificates in the certification path  Yes

File Format Person

4 [ >
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Exporting your private exchange key

A application iz requesting access to a Protected item,

CroptodAPl| Private key

1] 4 |[ Cancel ][ Details. .

Certificate Export Wizard

The expoart was successful,

9. Click finish.

10. Click OK for
this warning.

11. If export
succeeds a
message appears.



Class1_[naM. pf

Qpen with

Install PFX

Scan with Morton Ankiviros

Send To

P £) Bluctooth device

Cut
Copy

(2] compressed (zipped) Folder
@' Desktop {create shorkout)

Create Shortouk

Delete
Rename

| Mail Recipient
[ij:l My Documents
.@ 314 Floppy (A3

Class1_[i3M. pf

Install PFX
Cpen Wikth 3

Scan with Morton Ankivirus

Send To »

12. Locate the file
and copy it to any
media.

13. Copy this file
to other PC.
Right click and
click Install PFX.

Certificate Import Wizard

(%]

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate brusk
lists, and cettificate revocation lists Fram wour disk ko a
certificate store,

& certificate, which is issued by a certification authority, is
a confirmation af wour identity and cantains information
used ko protect daka or ko establish secure network
conneckions, A certificate store is the system area where
certificates are kept,

To conkinue, click Mext,

14. Wizard starts.
Click Next.
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Certificate Import Wizard

File to Import
specify the File wou wank to impork,

File name:

C:\Documents and Settings\MTHL\DeskiopiClassl DaM.pf|

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PRCS #12 (. PFX, P12}
Cryptographic Message Synkax Standard- PRCS #7 Certificates  P7E)
Microsaft Serialized Certificate Store {.55T)
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Certificate Import Wizard

Password
To mainkain security, the private key was protected with a password.

Type the password For the private key,

Password:
1******

Enable strong private key protection, You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable, This will allaw wou ko back up or transport your
kews at alater kime,
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15. Browse to the
file.

16. Enter the
password used
while exporting.
Check the two

options if needed.



Certificate Import Wizard

Certificate Store
Certificate stores are swstem areas where certificates are kept.

Windows can automatically select a certificate store, or vou can specify a location For

(*)iautomatically select the certificate store based on the tvpe of certificate;

() Place all certificates in the Following store

< Back ” Mext = J[ Cancel
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Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Inpork
wizard,

‘fou have specified the Following settings:
Cerkificate Store Selected  Automatically determined by ¢

Cantent PFx
File Mare C\Docurents and Setbingsi
< >

< Back ” Finish J[ Cancel

17. Accept the
defaults.

18. Click Finish.



.Impurting a new private exchange key

A application iz creating a Protected item.

CroptodAPl| Private key

Securty level set to Mediunm [ Set Security Level...

I 0k, |[ Cancel ][ Details. .
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Certificate Import Wizard

™ | } The import was successhul,

19. Click OK for
the warning.

20. Import
successful
message appears.



